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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

15 January 2013
MEMORANDUM FOR THE CHAIRMAN. INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIJECT: (U/AeH63 Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AOT0T Except as previously reported to vou or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency during
the quarter ending 30 September 2012 were unlawful or contrary to Executive Order or Presidential
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as
amended.

(U/AEB6) The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and

GEORGE ELLARD
Inspector General

2/ e

RAJESH DE
General Counsel

(U/EHET | concur in the report of the Inspector General and the General Counsel and hereby
make it our combined report.

General, U. S, Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report
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[. (V) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

I.LA. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

[LA1 (U) Unintentional Targeting or Database Queries against _U-nit‘é:a'gt;aié%_P_L_ 86-36
Persons (USPs) or Foreign Persons in the United States‘ ' (b)+(3)-50 USC 3024 (i)

During the first quaI1e| ot calendar year 2012 (CY2012).

the National Security AnencyIC entral Security Service (NSA/CSS) continued

| I As part of that process. duplicate selectors were

removed and the number of active selectors was reduced. At the end of third quarter of CY2012,

NSA/CSS’s primary tasking tools for telephone and Internet selectors contained approximately
active selectors.

“(b) (3)-P.L. 86-36
UI/F-GHE)')'Dulmn the third quarter of CY2012, snonals 111te1110ence (SIGINT) analysts
in instances inadvertently targeted communications to. from, or about USPs, while
pursuing foreign intelligence tasking or performed a query using a USP selector. Unless
otherwise specified. all intercepts. query results, and reports have been deleted or destroyed as

required by United States SIGINT Directive SP00I1S. b)) (1)
- (b) (2)
I.LA.1.a. (U) Tasking Errors o (b}(3)-50 USC 3024 (i)
(1) FSHSHREEFOBSATVED | ] ' |
were erroneously targeted and collection occulred The first collection error
occurred | lbecause a collection operator | ] B
[ I | asecond error occurred
because a collection operator | e
W)L All collected data has been purged. (b) (1)
(B) (2) (b) (3)-P.L. 86-36
(b) 3)=50_Usc: 30246}}}%44@49-9&%“ N

“NSA analystsdiscovered that al [had inadvertently been targeted. The error

occutred because the| |did not

coordinate with SIGINT analy’stsl |
| - i | All results were deleted | | and no

reports were Tssued. o |
the SIGINT analysts are now comdmatmg with] |
I |

3)-(—’FS¢L)‘-S-]-H-NF}| |an NSA analyst was discovered to_have tasked a
selector associated with a USP. The target, previously belleved to be foreign. a
USP who had been kldllapped in a foreign hostage case.| the selector was

e Derived From: NSA/CSSM 1-52
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FOP-SECRET ST FATTENFKEYHOLEANOFORN (0) (1)
(b)(l} S ) {b) (3)-P.L. 86-36
(b)(3}~P L 86—36”””“"~~n.“”_“_ (b) (3)-50 USC 3024 (i)
() SHSHAREE RO HSA YRR it was discovered that a tasked

selector for an e-mail account believed to be used by a foreign taroet| ]

The seléith
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798

3)-50 USC 3024
(5) FLS#S—I-A%H@-U—S—:-\—F%‘E‘Hl—lan NSA analyst discovered ®
| ]

Targeting of personnel | [was authorized as long as
one end of the collection 1s outside the United States; however, upon further research. the analyst
determined that both ends of the collection were in the United States. Non-compliant data was
purged | |

(6) tSHSHREEFOUSATVED)| | an NSA analyst learned that
unauthorized collection had occutred during a survey operation and training event because of a
misunderstanding between NSA headquarters and an NSA field unit about activity approved. A
request to disseminate collected data led to the discovery that unauthorized collection had
~_occurred. All e-mails containing the unauthorized data were deleted| | To
. avoid future occurrences; an approved Concept of Operations for training and collection
by (1)~ operations is requued

{(b) (3)-P.L. 86-36
7)—(—’FS++SJ+&$H9—USA—F—VE¥)I |during the test of a collection

system, a developer inadvertently collected data that included U.S. telephone numbers. The
error occurred because the developer |

was detasked | iR | and no reports were issued.

| [Fhe developer deleted the collected data and
| Fe - (b) (1)
(b} (3)-P.L. 86-36
[LA1.b. (U) Database Queries (b) (3)=50 USC 3024 (i)
(1) SHSHREFOHBSATVET |

(2) (U/FOBe) OnDoceasions during the third quarter. analysts performed overly
broad or poorly constructed database queries that potentially sought or returned information
about USPs. These queries used | |

| [that produced imprecise
results. On|__Jofthose occasions. the queries returned results: which were deleted or aged off.
as required. and no reports were issued: - Analysts who pertmmed these querles were counseled
by the ir management. - :

(U) Procedural and other errors contributed to the following incidents: (b) (3)-F.L. 86-36

WOHDOCC&SIOHS during the third quarter, NSA analysts

pelformed quertes in raw traffic databases without first conducting the necessary research

() (1)
(b) (3)-P.L. 86-36
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Wy (1)
(6).(3)-P.L. 86=36-..__
' onthe selectors: -When the quelles returned results. they were deleted and no reports
were issued. -

* TSHTSFREETOBSAF VY During a routine database audit| [NSA
database developers were discovered to have unknowinglv run multiple gueries in a
database

B [while performing software testing on a new database. the
developers ran the queries multiple times because software flaws prevented the queries
from executing properly. No results were returned. To prevent future errors, the

(b} (1} developers will test-queries-using- that have been verified

(b) (3)-P.L. 86-36 beforehand.
(b) (3)-50 USC 3024 (i)

. (STSHRECTOUSATVEYY] | a SIGINT analyst

mistakenly ran queries in raw traffic databases on selectors associated with a USP
because the analyst believed that the target. a USP, | 1

| | The selectors were detasked |
[ [reports were cancelled | Io;f-t_he_l_n__:w_ere.r.éi'SﬁS_U?xj_' ‘with the USP information

masked. “(b) (1)
e (b) (3)-P.L. 86-36
o SHSHREFO-HEHSA—F YA a soﬁwale developer was dlscoveled to

have performed a query in a raw traffic database using a query Sillﬂg that contained

| | No results were returned by the quéry. The developer was
counseled to be more careful when selecting text for testmU

Jan NSA database auditor learned that an
oy (1 analyst had runa query in the incorrect raw-SIGINT databasel | The

(L), (3)—P L. 86-3query was stopped before returning results. The analyst was counseled.
(b) {3)=50 USC 3024 (i) _

—(-SH-S-I#R—E-HFQ—H—SA—WH |an NSA database auditor discovered

that, as the result ofa software failure, a query was run in a raw traffic database against

||he query results were deleted. No reports were issued.

. -(-S#S-]-HE-L—'FG—HS-A—F—V-E&‘)-I |-because of an error in the interface of'a
raw traffic database. an analyst performed a query that did not contain the e-mail address
he had entered in the search field. As a result, the query returned a large number of
results. which were deleted. The problem was reported to the database team to make
changes to the interface to prevent future errors.

. SHREE-FOHSATFVEA| | while conducting a test, an NSA database
developer unknowingly executed| kueries aframst SIGINT data. A software flaw
altered the query| pon discovery of the soﬁware flaw. the
query function was disabled until the software was updatecl to hx the probleiﬂ """"" (b) (1
(b)(3)—P L. 86-36
I e am e S R |c|u1mg atest|—software a
software tester unknowingly performed| |queries against raw SIGINT. |)tthe
[ Jqueries contained | | A software flaw allowed the
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queries to be executed against raw SIGINT. The sy_'sfém_:_'auldm.atiéally_,-"Heleted tﬁ'e___
queries and results. The software has been 'vu'|:'»_d:;1ted_T and-the flaw has been fixed.

; =F B ~_lafter returning from a month-long class.
an NSA analyst learned tha{ hissociated with a valid foreign
target | |while the target was in the United Statesl |8

[ The selectors had been detasked | ]
The analyst deleted the
query results| |and no reports were 1ssued. The analyst was counseled to
before extended absences from the office.

. ‘f‘l“SﬁW}'l |ar-1 NSA database auditor discovered that an analyst had
queried on a selector associated with a U.S. .m__ilitaryl |in a raw traffic database on
| | The query returned results, which were
deleted | | The analyst’s database access was temporarily suspended. In

addition, the analyst was counseled on the proper querying techniques’ and- 1nstmcted to
retake intelligence oversight training.

-P.L. 86-36

o (FSHSHREFOUSA—TVEY| "Jan NSA analyst quetied without

authorization on the selector associated with a| |
The error occurred because the analyst believed that the selector was an alternate
selector for a valid foreign target. The query retumed results. which were deleted; no
reports were issued. The analystl § |to prevent
future targeting. :

—FSHSHAH | | an NSA analyst improperly performed a query on a
selector authorized under a Foreign Intelligence Surveillance Court (FISC) Order in the
incorrect raw traffic database. No results were returned by the query. The analyst was
counseled to perform queries on FISC -authorized selectors| |
| lipproved databases.

» SHSHRETOUSATFYET | an NSA analyst discovered that a
. |:|que1‘y of a valid foreign target 1 lin a raw SIGINT database when
the target was known to be in the United States. The analysf
[ had detasked the target’s e=mail selector| [ TTIE ammary’st
: e |and no results were refurned; no reports were
--issued:| lthe analyst was counseled | |

(b} (3) B T B6ae T
o FSHSHA] | an NSA analyst peiformed [ Jqueries ona U.S.
organization in a raw traffic database without formal authorization because the analyst
incorrectly believed that he was authorized to query due to a potential threat. No results
were returned by the query. The analyst was counseled that targeting or querying USPs
was not permitted without formal authorization.
































































